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GNNs are vulnerable to adversarial structural attacks. Previous low-rank approximation defense methods eliminate
high-rank adversarial components to improve the robustness, while they may also impair the underlying clean graph
structure that contributes to GNN training. This paper [1] proposes a spectral method GARNET to boost the robustness
of GNNs, which first leverages weighted spectral embedding to construct a base graph and then refines it by pruning
additional uncritical edges based on probability graphical model (PGM).

Given the top r smallest eigenvalues λ1, . . . , λr and their corresponding eigenvectors v1, . . . , vr of normalized graph
Laplacian matrix, the weighted spectral embedding matrix is defined as
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whose i-th row is the weighted spectral embedding of the corresponding i-th node. Then a base graph is constructed
with kNN based on the weighted spectral embedding, which is robust against adversarial attacks.

A further refinement of the base graph is conducted based on attractive Gaussian Markov random fields (GMRFs). The
precision matrix is restricted to be a Laplacian-like matrix Θ = L+ I

σ2 with σ2 being a constant prior data variance.
Recent methods for estimating attractive GMRFs are to solve the following convex problem:
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where the first two terms together can be interpreted as log-likelihood under a GMRF and the last term is to promote
sparsity. If we use gradient descent to solve this problem, then the importance of edges can be implied based on the
magnitude of gradients. By setting α = 0, the authors find a way to approximate the gradient of F w.r.t. Aij as
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with u being the corresponding eigenvector of the Laplacian matrix. Then

the edges with small spectral embedding distortion
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are pruned.
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